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Online Threats
Some of the common threats and what they really mean.
VIRUS

A program which tries to infect your computer with a view to infecting
other computers and equipment.

MALWARE

Malware, short for malicious software means any progam or code which
has ill intent

RANSOMWARE

Software which aims to stop you from working in some way (generally by
encrypting your files) and then holds you to ransom to ‘unlock the problem)

TROJAN

A seemingly innocuous program which carries within it something
malicious like a virus, keylogger or some other malware

NUISANCEWARE

This is a class of software which generally causes a nuisance on your
computer and sometimes that nuisance may lead you to downloading
something more challenging like a virus (often these take the form of
annoying pop ups)

PUPs

Potentially Unwanted Programs. These are programs which may have a
legitimate reason to run but may also have been installed unintentionally
and are slowing down your computer

Internet Scams
There are so many ways that people will try to catch you out
on the internet, these are some of the more obvious ones…
• An Email claiming to be from a friend in trouble needing money
• A pop up window telling you your PC is faulty
• Email from your internet provider telling you to call them urgently

• Requests from nigerian princes to help them move money from their awful regime
• Pop ups telling you that you have browsed innapropriately and you need to pay a fine
• Skype calls from callers who pretend to be Microsoft or equivalent

• Pop up messages claiming to be from your Internet provider
• An offer of goods or services at a much lower price than normal

The best way to stay safe is to think before you click
and ask someone else before you pay anything!

Internet Security

There are a wide variety of free and paid for anti virus products on
the market, with these being just some of them. Whichever
product you choose be sure to keep the definition files (the
encyclopedia of threats) up to date and be sure to scan your
machine regularly

Secure Websites
When shopping or banking online look out for secure websites (they will normally start
with https:// ). Also keep a lookout for green writing and/or a padlock both of which
indicate a more secure connection.

Online Banking Safety
With so many scams around it is really hard to know when you are being caught out. The
best way to protect yourself is to use a card reader in conjunction with the internet (this
is sometimes known as two factor authentication). This way even if a scammer finds you
they will be unable to take money without having access to the machine.
Your bank may also offer you trusteer Rapport which is an additional plugin for
your browser which increases protection when you carry out bank transactions.

Keeping Kids Safe Online
Let’s face it, the kids know more about technology than we
do. However you can still help them to be internet smart
• Aim to give kids access to the internet in a supervised way, in a family room for
example where their screen can be overlooked
• Teach them how to surf safely and show them how to ‘safe search’ using sites
like http://primaryschoolict.com
• Help your kids to realise that truth on the internet is not always the truth they
might imagine
• Encourage kids to report bullying and harrasment
• Play along. Be inquisitive, learn how they are using the computer so you can
guide them to safer habits
Above all encourage your kis to talk to you if they see something which upsets them

Location Aware Issues
Nowadays our devices do pretty much everything for us, including
tracking our every move and letting people know.
With apps able to know where we are to almost pinpoint accuracy
it is important to know which apps and programs are sharing that
information and who it is being shared with.
• SNAPCHAT - Be sure to learn how to set up ‘Ghost Mode’
• FACEBOOK - Think before you post about your extended vacation
• MOBILE APPS - Learn how to use your privacy settings
• TWITTER – Posts are in real time and indicate where you are

Telephone Scams
“Hello, I’m from [Sky, Virgin, Talk Talk, BT, Microsoft] there is a
problem with your computer and I’m calling to help you fix it..”
Let’s be really clear about this. Your internet
provider will not call you even if you haven’t paid
your bill! They might write to you and they might
let you down with service, but they won’t phone,
they are too busy fixing their own problems. When
a scammer calls they will be very plausible and
nowadays with PC’s becoming ever more
complicated you might actually have a problem
and think they know about it. They DON’T. If you
have a problem, chat to family, a friend, the library
or a local technician but whatever you do DON’T
let a stranger have online access to your computer.

Telephone Scam Tips
On average eight scam calls are made every second (source talktalk)
Hang up
Think calmly about what you are being told, ask yourself if it makes
sense. Don’t give out any personal details. If it feels wrong, hang up.

Make tea
Making a cup of tea is the perfect opportunity to get away from the
phone, pause and reflect on what to do next.

Call back
If the caller claimed to be from a company, call the official number (not
the number you were called by) and ask whether they’ve called you. If
they didn’t they can help you report it.

Remember to Backup
We now store a huge range of information, including photographs,
documents, videos, accounts and all sorts of other data on our
computers. But please remember that if anything goes wrong all
that data can be lost…

So PLEASE Backup!

Useful Links
Here are a few other links which you might find useful…
http://www.actionfraud.police.uk
Action Fraud from the police gives great tips and advice along with news on the latest scams

www.met.police.uk/docs/little_book_scam.pdf
An excellent resource which goes into detail on many of the scams happening today

http://content.met.police.uk/Article/Audio-version-of-Little-book-of-big-scams/1400014172033/1400014172033
An audio version of the little book of big scams

https://www.getsafeonline.org
A rich resource for learning how to stay safe online

http://www.safetynetkids.org.uk/personal-safety/staying-safe-online/
Designed for kids and worth reading as an adult

Stay Safe Online
7 top tips to keep you safe online
1. Install good security software and keep your computer up to date
2. When shopping online, stick to secure sites

3. Never open suspicious emails or pop-ups
4. If you bank online, ask your bank for a separate card reader
5. Use different passwords for each site and don’t share them

6. Talk (and listen) to your kids about the internet, safety and privacy
7. Backup, Backup and then Backup again!

Email: martin@haymillcomputers.co.uk tel: 01628 559286 / 07856 723037

Special BHPT Offer
If you are worried about your computer and would like your
computer to receive a professional health check including;
 Full malware scan and remediation where required

 Detailed check of remote access settings
 Check anti virus definitions are up to date
 Check Windows is automatically updating

Half Price!

£30
Incl VAT

You can book a half price health check with me today for just £30!
Some conditions apply: The healthcheck needs to be booked in advance. The computer or laptop
must be delivered and collected. The healthcheck is an overnight process and can take up to 24
hours. Faulty parts are not covered by the healthcheck.
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